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Purpose of your personal data processing
Verification of the economic, sanction and other status of persons in potential and existing contractual relationships with the Company 
Who are data subjects for this processing purpose (whose personal data do we process)?
[bookmark: _GoBack]Data subjects are: physical person entrepreneur and member of a statutory body of the company, member of a supervisory body of the company, beneficial owner, owners of the company and important managers of the company with which the Company is or is planning to be in a contractual relationship, Company´s employees and employees of other companies sent to us (to the Company) for internships.
What categories of personal data do we collect and process for this purpose?
For this purpose we obtain and process the following categories of personal data:  identification data, data related to the performance of an office, information related to the review of persons’ status and contact data, within them personal data including the degree, name, surname, date of birth, position or relationship to the reviewed company, addresses of residence in the registers, activities in other companies, citizenship, occurrence in sanction lists, phone number, email address, information on the performance of importance public office (PEP).
What authorizes us for such processing of your personal data (so-called legal basis)?
The legal basis for processing your personal data consists in a legal obligation of the Company and a legitimate interest of the Company. 
The legal obligation of the Company to process your personal data results from the following legal regulations: 
· Act No. 289/2016 Coll. on the Implementation of International Sanctions as amended,
· Applicable legally binding acts of European Communities and European Union related to the restrictive measures. The current list of these regulations can be found in column Legal Regulations HERE (also considering the Council Regulation (EU) No. 269/2014 of 17 March 2014 concerning restrictive measures in respect of actions undermining or threatening the territorial integrity, sovereignty and independence of Ukraine and Council Regulation (EU) No. 833/2014 of 31 July 2014 concerning restrictive measures in view of Russia's actions destabilising the situation in Ukraine).
The legitimate interest pursued by the Company in processing your personal data consists in:
· Ensuring that the Company does not enter into or stay in commercial or other relations with third persons (physical persons, companies, institutions, organisations or countries) in contradiction to the sanctions, compliance with which is binding for the Company.
· Preventing relations with unreliable or toxic entities and protecting the Company’s activities, its representatives, employees, and business partners against economic or reputation related damages.
· Applying the principles of responsible and transparent business adopted by the Company.
If we do not obtain personal data from you, the source of the personal data is as follows:
Personal data of a member of a statutory body of the company, member of a supervisory body of the company, beneficial owner , owner of the company and important managers of the company with which the Company is or is planning to be in a contractual relationship are obtained from the respective company. 
Data about the data subjects being listed in sanction lists are obtained by reviewing the sanction lists kept by sanction authorities relevant from the Company’s perspective. The Company reviews the lists kept by the following sanction authorities: Slovak republic, EU, United Nations, Great Britain, United Nations of America (OFAC, Department of Commerce, Department of State), World Bank, European Bank for Reconstruction and Development, European Investment Bank, Netherlands, and Czech Republic.
To whom do we provide personal data (so-called data recipient)?
Personal data recipients include the Slovak Information service and the relevant state authority pursuant to act No. 289/2016 Coll. on the Implementation of International Sanctions as amended.
Does the processing of your personal data involve a transfer of your personal data to a third country or international organisation?
No
How long do we process personal data (so-called storage period)?
We are processing your data for the period of 10 years from the day of termination of the Company’s relationship with the reviewed entity.
What are your rights as a data subject?
As a data subject you have the following rights:
With respect to the Company’s legal obligation:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’)
· The right to request restriction of personal data processing
· The right to lodge a complaint with a supervisory authority
With respect to the Company’s legitimate interest:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’)
· The right to request restriction of personal data processing
· The right to object
· The right to lodge a complaint with a supervisory authority.
The current contact details of the Office for Personal Data Protection of the Slovak Republic and further instructions on lodging such complaint are published on the website of the office at www.dataprotection.gov.sk.
Further information on the scope of the above rights is provided on the Company’s website www.seas.sk/gdpr.
How to exercise your rights in the Company:
You can exercise your rights with our Company at any time using the means as follows:
· in person, in the Company headquarters; 
· in writing, by sending the request in question to the Company’s address; 
· electronically – by email, by sending the request in question to the email address of the data protection officer to dpo@seas.sk.
Is provision of your personal data a statutory or contractual requirement or a requirement necessary to enter into a contract? 
In cases where the review of economic, sanctions-related and other status of persons in relation to compliance with the sanctions results from the legal regulations of the EU and Slovak Republic (i.e. In reviewing the lists kept by sanction authorities Slovak Republic, EU, UN), providing your personal data is a legal requirement. Refusing to provide your personal data may result in an inability of the Company to enter in or continue in a contractual relationship with the entity which is subject to the review by the Company. In cases where the reviewing of economic, sanctions-related, and other status of persons in relation to compliance with the sanctions does not result from the EU and RS legal regulations, as well as in cases of reviewing the counterparty with respect to the commercial, reputation, security, economic or other similar risks, providing your personal data is not a legal requirement but it is a requirement necessary for concluding a contract with the entity being subject to the review by the Company.
Does the processing of your personal data involve automated individual decision-making, including profiling? 
No
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