[image: ]
Purpose of your personal data processing
Verification of compliance of persons' activities with internal regulations, law regulations, whistleblowing, performance of internal audit and cooperation with responsible authorities
Detailed description of the processing purpose of your personal data
Personal data processing within this purpose includes internal audit agenda, reporting criminal social activity and verifying compliance of the reported or detected facts with the rules specified in the Code of Ethics, the Plan of Zero Corruption Tolerance, and Conflict of Interests, including the legal regulations and cooperation with the relevant authorities.
Who are data subjects for this processing purpose (whose personal data do we process)?
Data subjects are:
In the area of Whistleblowing (reporting criminal and other antisocial activities):
· person reporting the notification who is in a employment relationship with the Company, 
· the person identified in the notifications (who could be an employee, another person working for the Company, an employee of another company sent to us (to the Company) for an internship, a member of its bodies and another representative of the Company, a person on the side of the Company's contractual partners, or also a close person of any of the mentioned persons, or a third person otherwise relevant within the subject specific for notification).
In the area of the Code of Ethics, the Plan of Zero Tolerance towards Corruption, Conflict of Interests and the area of giving or receiving Gifts and other benefits:
· the person filing notification or motion (all interested parties with a relationship to the Company, which may be an employee of the Company, including persons in any other employment relationship with the Company, a member of its bodies and any other representative of the Company, an employee of another company sent to us (to the Company) for an internship, a person on behalf of the Company's contractual partners, or also a third person - the public);
· person who is identified in the notification or in motion (who could be an employee including persons in another employment relationship with the Company, a member of its bodies and another representative of the Company, an employee of another company sent to us (to the Company) for an internship, a person on the side of the Company's contractual partners, or also a close person of any of the mentioned persons, or a third party otherwise relevant in within the subject for the notification in question).
In the area of audit performance:
· a person in an employment and similar relationship with the Company and a person close to him/her,
· an employee of another company sent to us (to the Company) for an internship,
· a person in another relevant relationship with the Company (especially a member of its bodies and another representative of the Company, or also a close person of any of the mentioned persons), 
·  a person in an employment or similar relationship with the Company's contractual partners or a person close to them,
· a person in another relevant relationship with the Company's contractual partners (especially another person on the side of the Company's contractual partners, members of its bodies and other representatives of the companies, or also a close person of any of the mentioned persons, or a third party otherwise relevant within the scope of the audit).
What categories of personal data do we collect and process for this purpose?
For this purpose we collect and process the following personal data categories: 
In the area of Whistleblowing (reporting criminal and other antisocial activities):
· identification data (such as the name, surname, permanent address, signature, or date of birth), contact data (such as email, phone number, temporary address), data related to employment (such as the personal number, job position), relationship of the reporting person to the Company or to the reported activity or person; in relation to the persons specified in the report - the business activities, financial status, and other relations with third persons, close persons, and other data which the reporting person specifies in the report concerning the whistleblowing, as well as the data which the Company processes for the purpose of due examination and resolving of the report in question.
In the area of the Code of Ethics, the Plan of Zero Tolerance towards Corruption, Conflict of Interests and area of giving or receiving Gifts and other benefits:
· identification data (such as the name, surname, permanent address, signature), contact data (such as email, phone number, temporary address), relationship of the reporting person to the Company or to the reported activity or person, data related to employment (such as the personal number, job position, and other data such as business activities, financial status and other relations with third persons, close persons, the specific category of personal data, if the notification or motion concerns the processing of such data and other data which the reporting person specifies in the report or motion on breach or suspected breach of the Code of Ethics, the Plan of Zero Tolerance towards Corruption;
· in connection with the Conflict of Interest, identification data (name, surname, signature), data related to employment (personal number, job position) and data related to the existence of a conflict of interest (such as information about non-work activities, interests or relationships, if these give rise or could appear to give rise to a conflict of interest);
· in connection with giving or receiving Gifts and other benefits, identification data (such as first name, last name, company name) and information related to the gift given or received.
In the area of audit performance:
· identification data (such as the name and surname, date of birth, permanent address), contact data (such as email, phone number, temporary address), data related to employment (such as the personal number, job position), business activities, financial status, and other relations with third persons, close persons, relationship to the Company or third parties, and other data necessary for the performance of an internal audit. 
What authorizes us for such processing of your personal data (so-called legal basis)?
The legal basis for processing your personal data consists in a legal obligation of the Company and a legitimate interest of the Company.   
The legal obligation of the Company to process your personal data results from the following legal regulations: 
· Mainly Articles 7, 10 of Act No. 54/2019 Coll. on Protection of Whistleblowers as amended,
· Art. 1, § 13 of the Labour Code, as amended, and Act No. 365/2004 Coll., the Anti-Discrimination Act, as amended.
The legitimate interests pursued by the Company in processing your personal data are: 
· Applying the principles of responsible and transparent business adopted by the Company.
· Preventing and detecting illegal or non-transparent conduct of employees or other representatives of the Company or its contractual partners when carrying out the Company’s activities.
· Building the Company’s good name and transparency and supporting international, national, sector-related or other activities in the field of combating corruption and other criminal social activities.
· Using international standards for the professional practice within internal audit. 
Processing special categories of personal data shall only be carried out if the notification or motion concerns the processing of such data. In such case, we process data related to a special category of personal data on the basis of Article 9(2)(b) of the General Data Protection Regulation in connection with Article 1, Section 13(1) to (3), (7) of Act No. 311/2001 Coll. on the Labour Code as amended and Act No. 365/2004 Coll. the Anti-Discrimination Act, as amended, or on the basis of Article 9(2)(g) of the General Data Protection Regulation, depending on the specific circumstances. 
If we do not obtain personal data from you, the source of the personal data is as follows:
· Personal data of persons specified in the report or motion are obtained by the Company from the person reporting or filing a motion.
· Personal number, work-related email, phone number, job position are provided by the Company.
· When examining a report or motion, the Company may obtain the personal data from publicly accessible resources (e.g. Commercial Register of the SR, Trade Licence Register of the SR).
To whom do we provide personal data (so-called data recipient)?
Data recipients include the relevant state administration authorities, law enforcement authorities and authorities responsible for handling contraventions and other administrative offences.
Does the processing of your personal data involve a transfer of your personal data to a third country or international organisation?
No
How long do we process personal data (so-called storage period)?
In the case of notifications related to Whistleblowing your personal data are processed for a period of 3 years from the receipt of the notification (keeping records of notifications). In the case of notifications related to the Code of Ethics, the Zero Tolerance Plan towards Corruption, Conflict of Interests, the area of giving or receiving Gifts, the area of performing an audit, we store your personal data for 10 years from the conclusion of the notification or motion or audit.
What are your rights as a data subject?
As a data subject you have the following rights:
With respect to the Company’s legal obligation:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’)
· The right to restriction of personal data processing
· The right to lodge a complaint with a supervisory authority
With respect to the Company’s legitimate interest:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’)
· The right to restriction of personal data processing
· The right to object
· The right to lodge a complaint with a supervisory authority
The current contact details of the Office for Personal Data Protection of the Slovak Republic and further instructions on lodging such a complaint are published on the website of the office at www.dataprotection.gov.sk.
Further information on the scope of the above rights is provided on the Company’s website: www.seas.sk/gdpr.
How to exercise your rights in the Company:
You can exercise your rights in our Company at any time in the following ways:
· in person, in the Company headquarters; 
· in writing, by sending the request in question to the Company’s address; 
· electronically – by email, by sending the request in question to the email address of the data protection officer to dpo@seas.sk.
Is provision of your personal data a statutory or contractual requirement or a requirement necessary to enter into a contract? 
Providing your personal data which are necessary in the case of reporting criminal and other antisocial activities of the Company is a legal requirement. Providing personal data that is necessary in case of filing a notification/complaint related to violation of his/her rights or legally protected interests arising from the employment relationship is a legal obligation. Refusal to provide personal data means that the Company may not be able to verify the notification and fulfil its legal requirements. Providing other personal data is neither a legal nor contractual requirement, nor a requirement necessary to enter into a contract. 
Does the processing of your personal data involve automated individual decision-making, including profiling? 
No
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