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Purpose of your personal data processing
Keeping agenda related to classified information protection
Who are data subjects for this processing purpose (whose personal data do we process)?
Data subjects include (i) the members of the Company’s statutory body and members of the Company’s Supervisory Board, (ii) Company´s employees assigned / nominated to work with classified information, (iii) security employees, (iv) Company’s managerial staff whose employment was terminated within the last three years, if they were authorised to work with classified information, (v) close persons of the Company´s employees whose personal data comprise a part of background documents needed to perform security clearance screening of the proposed persons, (vi) third parties whose personal data would be contained in the background documents needed to perform security clearance screening of the proposed persons, (vii) Company´s shareholders (if any physical persons are shareholders), (viii) persons confirming and issuing the relevant documents/certificates.
What categories of personal data do we collect and process for this purpose?
For this purpose we collect and process the following personal data categories: identification data, contact data, data related to employment, data related to the protection of classified information, data related to health, data related to guilty pleas and misdemeanours, in particular the personal data in the extent of:
Personal data required in the entrepreneur's security questionnaire for performing the screening and issuing the entrepreneur's industrial security certificate:
· name, surname, phone number of the person who filled in the security questionnaire and the person responsible for contact with the National Security Authority,
· name, surname, birth number, place of birth, address of the Company's shareholders - if the shareholders are natural persons and their percentage share in the share capital,
· name, surname, surname at birth, birth number, place of birth, address of the members of the Supervisory Board,
· name, surname, date of birth, nationality, address of foreign members of the Management Board and foreign members of the Supervisory Board for the last five years,
· name, surname, date of birth, passport/identity card number, nationality, address of residence abroad of employees who are not citizens of the Slovak Republic,
· the name, surname, address, job title, date and reason for termination of employment of managers whose employment has been terminated in the last three years, if they were authorised persons to have access to classified information in the conditions of the undertaking,
· name, surname, birth surname, birth number, place of birth, permanent residence, nationality of the statutory body/all its members,
· data on legal entities in which the members of the statutory body were or are partners, managing directors, members of the supervisory board or members of the board of directors.
Personal data required in the background materials for the personal security clearance of a natural person (personal and security questionnaire, curriculum vitae, criminal record extract, not older than 3 months, consent to the authorisation to be acquainted with classified information and to undergo security clearance):
· academic degrees, name, surname (current, birth, other used), scientific rank, phone number, e-mail address, date and place of birth, district, state, birth number, data on permanent and temporary residence address, data on correspondence address, data on activated electronic mailbox at http://www.slovensko.sk/,
· marital status and its changes, including dates of marriage, divorce and widowhood,
· nationality and its changes, 
· the number of the identity card and all travel documents, the firearms licence, including details of their issue and validity,
· education data and summary of schools attended, including the means of leaving them,
· data on current and previous employment, including job title, function, start date of employment, termination date of last employment,
· data on education/studies, 
· data on current and previous inclusion in the register of jobseekers, including dates of inclusion and termination,
· data on business activities, overview of business activities and participation in it,
· data on close persons (spouse, partner, own/non-own children) or other persons living in the same household, namely
· spouse, partner: name, surname, birth name, date of birth, place of birth/district, birth number, nationality, permanent and temporary residence, in case of death only name, surname and date of death, employment data, employer, job position, duration of the partnership with the partner
· children: own/non-own, first name, surname, birth surname, date of birth, birth number, place of birth/district, permanent and temporary residence, nationality, employment data, employer, job position,
· another person or persons over age 18 years living in the same household: name, surname, birth surname, date of birth, birth number, place of birth/district, permanent and temporary residence, nationality, employment data, employer, job position, relationship to that person,
· all criminal charges brought against the natural person who completes the questionnaire and related information about the charges, the way in which the prosecution is terminated, details of the court decision,
· data on offences, administrative offences, disciplinary measures or other proceedings in the last five years and related information on those proceedings, the way in which those proceedings were terminated, information on penalties,
· data on the completion of the psychophysiological authentication, the year and the public authority/legal person at whose initiative the authentication was carried out,
· cooperation with state security and news reporting,
· statements on the prerequisites for the authorisation to become acquainted with information pursuant to Art. 10 to Art. 14 of Act No. 215/2004 Coll. on classified information, as amended, concerning information about the proposed person in the extent of data on his/her age, data on his/her integrity, information on his/her behaviour, including information on dependence on the use of alcoholic beverages or other addictive substances, information concerning the security reliability of the proposed person,
· date of filling personal questionnaire, signature.
Consent to be authorised to inspect classified information and to undergo security clearance:
· name, surname, birth number, data on the employer for whom he/she is an authorised person, function (job position), date of consent and signature.
NSA certificate for acquaintance with classified information or notification of the certificate issuance. 
· certificate number, identification data of the proposed person, name and surname, birth number, the highest classification level of classified information with which the holder of the certificate may be acquainted, certificate identification which is being replaced, if it is the issue of a new certificate which replaces the original certificate, date of certificate issue, date of commencement and expiry of the certificate validity, signature of the authorised Office representative, if the certificate is not issued exclusively by electronic means in accordance with the special regulations.
Designation record of the proposed person to be acquainted with classified information and a declaration of confidentiality, termination record of the designation:
· academic degrees, name, surname, birth number, certificate number and date of issue, job position, employer, signature.
Register of authorised persons for the classification level Restricted and list of persons whose authorisation has expired:
· background documents and the assessment of the first level security clearance, if it is not a person who holds a valid certificate, copy of the designation record and copy of the confidentiality statement, copy of the termination designation record, other facts notified under the Act.
· name, surname, birth number, nationality, function, job classification, certificate number and date of issue, date of certificate validity, classification level for which the person is authorised to inspect classified information, date of designation and its termination. 
List of functions: 
· function, classification level.
Contract on entrepreneur´s access to classified information:
· personal data included in the list of persons who are the entrepreneur´s statutory body and the entrepreneur´s employees and the scope of their authorisation to inspect classified information in the following scope: title, name and surname, certificate number and its date of issue and validity, classification level, or date and identification data of the background documents assessment, classification level.

Security of technical means:
· registration and control of access to the technical means: name and surname, username, password, range of assigned access permissions.
Physical security and object security:
· registration of entries into the protected area: name, surname, identification document number or personal number, arrival and departure date and time of the entering person.
Data related to the examination/retraining of the security officer:
· academic degree, name, surname, birth number, phone number, ID number, permanent address, certificate number and name and registered office of the legal entity (employer), email, signature, field of examination, data on passing the examination/retraining, number of completing examination certificate and the date of its issue.
What authorizes us for such processing of your personal data (so-called legal basis)?
The legal basis for processing your personal data consists in a legal obligation of the Company.
The legal obligation of the Company to process your personal data results from the following legal regulations:
· Mainly Articles 10 to 14, 16, 26, 28, 31, 41, 42, 45 and 46 of Act No. 215/2004 Coll. on the Protection of Classified Information and on the amendment of certain acts as amended 
· Mainly Art. 1, Art. 4, Art. 7 of the Regulation of the National Security Authority No. 134/2016 Coll. on Personnel Security as amended.
· Regulation of the National Security Authority No. 301/2013 Coll. on Industrial Security and Entrepreneur Security Design as amended
· Regulation of the National Security Authority No. 339/2004 Coll. of the Security of Technical Devices as amended
· Regulation of the National Security Authority No. 135/2016 Coll. On the examination of a security officer, as amended
The data related to health are processed based on Art. 9 (2) (b) of the General Data Protection Regulation in relation to Article 16 (1) (a) and Annex 2 of Act No. 215/2004 Coll. on the Protection of Classified Information and on the amendment of certain acts as amended.
Data related to the charges of crimes and offences are processed based on Art. 10 (1) (e), Art. 10 (2), Art. 12 of Act No. 215/2004 Coll. on the Protection of Classified Information and on the amendment of certain acts as amended
If we do not obtain personal data from you, the source of the personal data is as follows:
· Clearance screening number, date of certificate issue and its validity, classification level are obtained by the Company from the National Security Authority
· Academic degree, name, surname, permanent address, date of incumbency of the members of a statutory body and Supervisory Board are obtained from the Commercial Register of the Slovak Republic on the internet 
· Job classification, job position, function, personal number are provided by the Company
· Data on close persons and other persons who would be in the personal questionnaire, mainly identification data, contact data, employment data, provided to the Company by the screened employee.
To whom do we provide personal data (so-called data recipient)?
Data recipients include the National Security Authority, state authorities with which the Company has an agreement on the entrepreneur’s access to classified, law enforcement authorities.
Does the processing of your personal data involve a transfer of your personal data to a third country or international organisation?
No
How long do we process personal data (so-called storage period)?
Your personal data are processed (i) in the records of authorised persons, whose authorisation to work with classified information with the classification level Confidential has been terminated, for three years after the termination of the authorisation; (ii) in the records of authorised persons, whose authorisation to work with the classified information with the classification level Restricted has been terminated, for one year after the authorisation termination. Personal data processed for the purpose of access to a technical device are removed from the technical device immediately after the termination of the person’s access authorisation. Designation record of a person to be acquainted with classified information and the confidentiality declaration and the designation record of termination shall be kept until the age of 70 years of the person concerned. Other documentation (containing personal data) in the field of classified information protection is stored for the period of 5 years from the termination of the validity of the entrepreneur industrial security certificate throughout which the documentation was being processed. 
What are your rights as a data subject?
As a data subject you have the following rights:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’)
· The right to restriction of personal data processing
· The right to lodge a complaint with a supervisory authority
The current contact details of the Office for Personal Data Protection of the Slovak Republic and further instructions on lodging such a complaint are published on the website of the office at www.dataprotection.gov.sk.
Further information on the scope of the above rights is provided on the Company’s website: www.seas.sk/gdpr.
How to exercise your rights in the Company:
You can exercise your rights in our Company at any time in the following ways:
· in person, in the Company headquarters; 
· in writing, by sending the request in question to the Company’s address; 
· [bookmark: _GoBack]electronically – by email, by sending the request in question to the email address of the data protection officer to dpo@seas.sk.
Is provision of your personal data a statutory or contractual requirement or a requirement necessary to enter into a contract? 
Provision of your personal data is a legal requirement. Failure to provide your personal data, the Company would not be able to comply with its legal obligations and to authorise designated/nominated persons to inspect classified information. 
Does the processing of your personal data involve automated individual decision-making, including profiling? 
No


Slovenské elektrárne, a.s, Pribinova 40, 811 09 Bratislava, Slovak Republic, ID: 35 829 052, Commercial Registry of the City Court Bratislava III, Section: Sa, Insert No.: 2904/B
image2.png
SLOVENSKE
ELEKTRARNE




