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Purpose of your personal data processing
Providing for the protection of property and persons
Detailed description of the purpose of your personal data processing
Data processing within this purpose includes mainly
· the activities related to the recording of and dealing with the security-relevant events, monitoring of premises accessible and inaccessible for the public by a camera system, and permitting, recording, and controlling entries into the premises and areas of the Company,
· activities necessary to ensure compliance with the nuclear safety requirements of nuclear facilities and activities associated with monitoring the status of technological facilities and the course of technological operations, including using a camera system
Who are data subjects for this processing purpose (whose personal data do we process)?
The data subjects are (i) persons having caused security-relevant events and/or other events, (ii) persons reporting security-relevant events and/or other events, (iii) persons investigating, evaluating, and recording security-relevant events and/or other events, (iv) any persons entering the monitored area, (v) persons entering the Company´s premises, persons escorting them and employees of the Company as a visited person (vi) in the case of providing permanent entry permits for non-nuclear facilities and entry permits for nuclear facilities also the Company´s employee who is the contract manager on behalf of the Company, the contractor´s employee confirming the data on the form “Providing / reporting changes of personal data”, (vii) employee of another company sent to the Company for an internship, (viii) in the case of monitoring a secured area of a nuclear facility with a camera placed on an unmanned aerial vehicle, the remote pilot and the person who ordered or approved the flight, (ix) in the case of authorizing flights in airspace established to protect the nuclear facility, the pilot of the aircraft, the operator of the aircraft or unmanned aerial system – a natural person, an employee of the Company as a contact person for the purpose of applying for consent to conduct the flight, (x) the contact person and the authorised person of the critical entity (employees of the Company and employees of the supplier with direct or remote access to the critical infrastructure
What categories of personal data do we collect and process for this purpose?
For this purpose, we collect and process the following personal data categories: 
· identification data, 
· data relating to identity as contained in an identification document,
· contact details, 
· employment-related data, 
· data related to a person’s entry to/exit from the Company´s premises or vehicle entry to/exit from the Company´s premises, 
· image recording of a person, 
· image of a person captured on a photograph,
· data related to the criminal register (in relation to the permitting, recording, and control of entries into nuclear facilities and permanent entry permits for non-nuclear facilities and premises of the Company) as well as in connection with the contact and authorized person of a critical entity, where the authorized person must prove their identity to the critical entity and must be of good repute,
· health-related data (in relation to the permitting, recording, and control of entries into nuclear facilities and recording of and dealing with security-relevant events),
· biometric data (in relation to the permitting, recording, and control of entries into nuclear facilities), 
· data concerning the reliability of a person entering the premises of a nuclear facility, specifically into the inner area and vital area without escort, provided by the Police Force, including personal data relating to findings of guilt for criminal offences and misdemeanors (in relation to authorization, registration, and control of access to nuclear facilities),
· Occupational Health and Safety training record,
· data related to an occurred security-relevant event and/or other events,
· data related to the clearance of flights in airspace established to protect a nuclear facility,
· data related to the monitoring of nuclear facility secured area by a camera placed on an unmanned aerial vehicle.
The authenticity of the data provided in connection with the registration and control of access to the Company’s premises is verified by checking the presented identity document
What authorizes us for such processing of your personal data (so called legal basis)?
The legal basis for processing your personal data consists in a legal obligation of the Company and a legitimate interest of the Company. 
The Company’s legal obligation to process your personal data results from the following:
· Art. 23, Art. 25 and Art. 26 of Act No. 541/2004 Coll. on the Peaceful Use of Nuclear Energy (Atomic Act) as amended (in relation to the permitting, recording, and control of entries into nuclear facilities),
· Art. 5 (4) (d) of Decree No. 51/2006 Coll. of the Nuclear Regulatory Authority of the Slovak Republic establishing the details on physical protection (security) assurance requirements (in relation to monitoring of nuclear facility premises),
· In particular Art. 25a (3), (4), (5), (9), (14) of Act No 541/2004 Coll. on the Peaceful Uses of Nuclear Energy (Atomic Energy Act), as amended  (in connection with the provision of personal data to the Police Force for the purpose of verifying the reliability of a natural person who is to be authorized to enter the inner area or vital area without escort, and with the processing of the verification results provided to the Company by the Police Force)
· Art. 26(11) to (14) of Act No 541/2004 Coll. on the Peaceful Uses of Nuclear Energy (Atomic Act) as amended (in relation to monitoring the secured area of a nuclear facility by a camera on an unmanned aerial vehicle),
· Art. 26(16) and (17) of Act No 541/2004 Coll. on the Peaceful Uses of Nuclear Energy (Atomic Act) as amended (in relation to the provision of flight record from unmanned aerial vehicles for the purposes of criminal proceedings or misdemeanour proceedings or administrative offence proceedings to law enforcement authorities, authorities dealing with misdemeanours or administrative offences),
· Art. 10a of Act No 541/2004 Coll. on the Peaceful Uses of Nuclear Energy (Atomic Energy Act),as amended (in relation to the authorization of flight in airspace established to protect a nuclear facility),
· Art. 10 (1), (3) of Act No. 367/2024 Coll. on Critical Infrastructure and on Amendments and Additions to Certain Acts (in relation to monitoring areas with a camera system and providing video recordings to authorities involved in criminal proceedings, courts, and intelligence agencies), 
· Art. 3 (2) of Act No. 301/2005 Coll. Code of Criminal Procedure as later amended (in relation to the provision of data to law enforcement authorities, when reporting facts suggesting that a crime could have been committed and when processing their requests and provision of data to courts when processing their requests),
· Art. 56 (2) of Act No. 372/1990 Coll. on misdemeanours (minor offences) as later amended (in relation to the provision of necessary explanation to verify a received report on misdemeanour to authorities authorized to investigate misdemeanours).
The legitimate interest pursued by the Company in processing your personal data consists in (i) effective protection of property and persons, (ii) preventing of and dealing with security-relevant events and/or other events and (iii) monitoring the status of the efficient and safe performance of technological equipment and the course of technological operations using a camera system. 
In relation to the permitting, recording, and control of entries into nuclear facilities, we process health-related data and biometric data based on Art. 9 (2) (g) of the General Data Protection Regulation in association with Article 26, Article 25a of Act No. 541/2004 Coll. on the Peaceful Use of Nuclear Energy (Atomic Act) as later amended. In relation to the recording of and dealing with security-relevant events and/or other events, we process health-related data (mainly in the case of a positive alcohol breath test, psychotropic substances and drug tests, or an injury in the event of a security incident) based on Art. 9 (2) (f) of the General Data Protection Regulation.
The data related to criminal convictions and offences are processed based on Art. 41 of Act No. 311/2001 Coll. Labour Code as later amended, Art. 25a of Act No. 541/2004 Coll. on the Peaceful Use of Nuclear Energy (Atomic Act) as later amended and Art. 12 of Act No. 367/2024 Coll. on Critical Infrastructure, as amended (the contact person and the authorised person of the critical entity, who demonstrates integrity by submitting an extract from the criminal record not older than three months at the time of its submissio
We process data relating to the reliability and data relating to criminal convictions and offenses of the data subject who is authorized to enter the internal area and vital area of a nuclear facility unaccompanied, in accordance with Article 10 of the General Data Protection Regulation on the basis of::
· Act No. 541/2004 Coll. on the Peaceful Use of Nuclear Energy (Atomic Act) as later amended, in particular Art. 25a (3), (4), (5), (9), (14) of the cited Act.  
If we do not obtain personal data from you, the source of the personal data is as follows:
· We collect the personal data from the reporting person, if a security-relevant event and/or other event is reported by a person other than the one who caused the event.
· Personal number, identification card number, company´s phone number, company-assigned email, job position, department, and site are assigned by the Company.
· If you are sent to us as an employee of another company for an internship, we obtain your personal data in the scope of title, first name, surname, date of birth, permanent address, ID number, nationality, birth number from your employer (i.e. from the company that sent you to us for an internship).
· In the case of permitting permanent access to non-nuclear facilities, the Company obtains data on the date and time of employee entries and exits through the entry terminal from the operator of the headquarters building housing the Head Office of Slovenské elektrárne, a.s.
· We obtain data relating to the results of the reliability verification of the data subject who is to be authorised to enter the inner area and the vital area of a nuclear facility without escort, from the Police Force.
To whom do we provide personal data (so-called data recipient)?
Data recipients include the security and physical protection service provider, system servicing support providers, the operator of the Directorate of Slovenske elektrární, a.s. headquarters building, law-enforcement authorities, courts, authorities responsible for handling criminal offences or other administrative offences, and the state authority performing the tasks in the area of constitutional establishment, internal order, and state security, military intelligence, state authority performing tasks in the field of nuclear supervision, Police Corps. In the case of persons entering the Company´s premises and working for the Company’s contractor or subcontractor, the personal number of the entering person are also provided to the company for which the entering person performs the work. We provide the personal data necessary for verifying the reliability of the data subject who is to be authorized to enter the inner area and vital area of the nuclear facility without escort (identification data such as first name, surname, academic title, birth number, date/place of birth, address including district/region, identification document number, employer information, personal number, location) to the Police Force
Does the processing of your personal data involve a transfer of your personal data to a third country or international organisation?
No
How long do we process personal data (so-called storage period)?
We process your personal data for the following period of time: 
· In the case of security-relevant event and/or other event occurrence, 5 years from its occurrence 
· 7 days for the visual records elaborated by monitoring in the premises publically accessible (provided that no security-related event has occurred)
· 7 days for visual records elaborated by monitoring in the premises inaccessible to public in all cases except for premise monitoring in relation to the prohibition of smoking, where the storage period is 72 hours upon the elaboration of the record (provided that no security-related event has occurred)
· 7 days for camera recordings in connection with monitoring the status of technological equipment and the course of technological operations, while recordings made by the camera system during shutdowns are kept for the entire period from the beginning of the shutdown until 7 days after the end of the shutdown
· In relation to the single entry permits for non-nuclear premises and areas, 5 year after the end of the respective calendar year in which they were recorded 
· In relation to permanent entry permits for non-nuclear premises and areas, 7 years upon their recording 
· In relation to the entry permits for nuclear facilities, 7 years upon a person’s last recorded passing through the entry control systems
· We retain the personal data relating to the reliability of the data subject who is authorized to enter the inner area and vital area of the nuclear facility without escort for 5 years from the date on which the verification result is delivered by the Police Force
· Personal data and visual recordings made by a camera placed on an unmanned aerial vehicle in connection with monitoring the secured area of a nuclear facility shall be stored for 2 months from the day following the day on which the flight recording was made
· Personal data contained in a record of the destruction of a visual recording from a flight made by a camera placed on an unmanned aerial vehicle in connection with monitoring the secured area of a nuclear facility shall be stored for a period of 1 year from the year in which the flight recording was destroyed
· In relation to an application for consent to conduct a flight in airspace established to protect a nuclear facility, the personal data contained in the flight permission application shall be stored for a period of 5 years
What are your rights as a data subject?
As a data subject, you have the following rights:
With respect to the Company’s legal obligation:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’)
· The right to request restriction of personal data processing
· The right to lodge a complaint with a supervisory authority
With respect to the Company’s legitimate interest:
· The right of access 
· The right to rectification 
· The right to erasure (‘right to be forgotten’) 
· The right to request restriction of personal data processing
· The right to object 
· The right to lodge a complaint with a supervisory authority
The current contact details of the Office for Personal Data Protection of the Slovak Republic and further instructions on lodging such a complaint are published on the website of the office at: www.dataprotection.gov.sk.
Further information on the scope of the above rights is provided on the Company’s website: www.seas.sk/gdpr.
How to exercise your rights in the Company:
You can exercise your rights in our Company at any time in the following ways:
· in person, in the Company headquarters; 
· in writing, by sending the request in question to the Company’s address; 
· electronically – by email, by sending the request in question to the email address of the data protection officer to dpo@seas.sk.
Is provision of your personal data a statutory or contractual requirement or a requirement necessary to enter into a contract? 
Provision of your personal data is a legal requirement in relation to the permitting, recording, and control of entries to nuclear facilities (except for the provision of data related to Company’s contract manager, Contractor’s employee confirming the data in the form “Providing / reporting changes of personal data” and in the case of an entering person, except for the relation of the entering person to a contractor of the Company, identification and contact details of their employer, gender, signature). 
The provision of personal data in connection with the verification of the reliability of each natural person who is to be authorized to enter the inner area and vital area of the nuclear facility without escort is a legal requirement. If the personal data are not provided, the Company will not be able to duly fulfil its statutory duties and will be unable to authorize unescorted access to these areas of the nuclear facility.”
Provision of your personal data is a legal requirement even in the case of if you enter monitored areas and facilities of nuclear and non-nuclear facilities. Refusing to provide them shall result in preventing the entry to or exit from the nuclear or non-nuclear facility.
Providing your personal data in the event of activities necessary to ensure compliance with nuclear safety requirements of nuclear facilities.
The provision of your personal data in the context of recording security‑relevant incidents and/or other event to law‑enforcement authorities, courts, and authorities authorised to investigate offences or other administrative delicts is a legal requirement. Refusal to provide personal data may result in the Company being unable to fulfil its statutory obligations.”
Provision of your personal data as a remote pilot and the person who ordered or authorised the flight is a legal requirement in the case of monitoring the secured area of a nuclear facility by a camera placed on an unmanned aerial vehicle. Refusal to provide personal data may result in the Company being unable to produce camera footage and to fulfil its statutory obligations.
Provision of your personal data is a legal requirement in the case of a flight clearance in airspace established for the protection of a nuclear facility (with the exception of the pilot's licence identification number and pilot contact details, personal data related to an employee of the Company as a contact person for the purposes of the application for a flight clearance and other data provided by the applicant in the application for a flight clearance). Refusing to provide personal data shall result in the non-authorisation of such flight.
In other cases, provision of your personal data is neither a legal nor a contractual requirement, nor a requirement necessary to enter into a contract.
Does the processing of your personal data involve automated individual decision-making, including profiling? 
No
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